fastlEP

Your district’s data will be secure.

fastlEP is a secure, cloud-based web app
that processes minimal student data.

We have active data sharing agreements across many
states and we are committed to supporting yours.

e End-to-end encryption

 Industry-standard cloud: Amazon Web Services

e Minimal student data (roster data and IEP goals)

e No third-party data sharing

e Students do not log in (only teachers)

o Compliant with FERPA and related laws

» Will retain / dispose data according to your policies

e Simple integration: Import CSVs from existing SIS
e Audit trails; strict access control
e Rapid, concierge-level Tech Support available

~
— = | N
[
Data Transfer Data Storage Data Backup Data Access
! Amazon Amazon !

Amazon S3 RDS RDS Amazon S3 AWS IAM
Transfers to/from AWS are Data storage is on fastlEP creates automated fastlEP uses IAM policies &
secured via TLS. An industry-standard Amazon backups of the database multi-factor authentication
additional level of security S3 & RDS secure services. daily on RDS. Backups are to control access to AWS.
is provided by signing with All data are stored in the encrypted at rest and allow We use the principles of
SHA-2. These ensure that US. Data are protected via point-in-time recovery. least privilege. We
your data are encrypted, server-side encryption Data will be retained / implement WAF rules to
and are not tampered with, (SSE), with Amazon S3- disposed / de-identified per filter, monitor, and block
in transit. Managed Keys as default. your policy. any malicious web traffic.

SUMMARY

fastlEP is a web-based app for |IEP data collection and progress monitoring hosted on an industry-standard
secure cloud using industry best practices for data security and privacy. No third-party data sharing; no student
logins; FERPA compliant. You can integrate fastlEP easily by importing CSVs of student roster and |IEP goal
data. We offer highly responsive technical support, and scalability. We look forward to partnering with your
district to reduce the workload of your teachers, increase compliance, and enhance data management efficiency.

For more: www.fastlEP.com/privacy


https://fastiep.com/privacy/

